ABSTRACT In this paper, a joint compression-encryption and symbol scrambling scheme is proposed for orthogonal frequency-division multiplexing (OFDM) systems for image date. First, in the compressionencryption phase, the original image data is fist divided into sub-blocks and then an secure image block compressive sensing (BCS) is applied to resulting image data, in which a chaotic sparse basis matrix and a chaotic measurement matrix based on the discrete cosine transform (DCT) are used. Secondly, the resulting secure CS data is transform into binary phase shift keying (BPSK) symbols and then a chaotic scrambling operation is applied to the obtained BPSK symbols. The simulation results show that the proposed secure BCS scheme can achieve better peak signal-to-nose ratio (PSNR) performance than that of the conventional chaotic measurement method. The simulation results also show that a good trade-off performance of signals between PSNR and computational complexity can be achieved when the proper sub block size of image is adopted. In addition, the performances of the BPSK OFDM signal, which is generated from the secure BCS of the image, are evaluated over AWGN and multipath fading channels. The simulation results show that the proposed scheme not only achieve effective secure block compressive sensing and achieve secure transmission in physical layer. The security of the transmitted image data is enhanced by the joint compression-encryption and symbol scrambling.
I. INTRODUCTION
Recently, Compressive Sensing (CS) [1] has been researched extensively in various areas, such as image processing [2] , [3] , wireless communication [4] - [6] , mm-wave communications [7] , [8] , optical communication [9] , and wireless sensor networks [10] . However, with development of the Internet of Things and 5G wireless communications, data secure transmission has become increasingly important. Researchers have begun to study secure compressive sensing techniques for data transmission systems. There are many data types (such as random data, image, voice, and video sources) that must be processed and transmitted for communication systems. Among these sources, image sources are among the most prominent. However, because images
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are sparse in the discrete cosine transform (DCT) or discrete wavelet transform (DWT) domain, the original image data are usually first transformed into DCT or DWT domain to obtain sparse image data. The resulting transformed domain data are measured using a measurement matrix. In [11] , secure compressive sensing methods for images have been introduced in detail. Among these methods, the secure CS scheme based on a chaotic measurement matrix has been widely researched. In [12] , a chaotic measurement matrix, which was generated from a chaotic map, was used in the CS framework; the initial values and control parameters of chaotic map were observed to be critical to achieve secure CS. In [13] , a partial Hardamard matrix based on chaos scrambling served as a measurement matrix in CS to achieve secure CS of images. In [14] , [15] , a joint image compression and encryption algorithm based on chaotic system and compressive sensing was proposed. In the proposed scheme, the initial values of VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ chaos system were generated from the SHA-256 function of the original image. Key generation of this scheme has a relationship with the original image. Meantime key space is enlarged by this method. Thus, the security of compressed data is enhanced. In addition, key-controlled sparse basis matrix can be used to enhance the security of CS data. The authors in [16] proposed a bi-level protected compressive sampling scheme where the sparse basis matrix and measurement matrix are both controlled by the secret key. However, the high computational complexity of the reconstructed algorithm and huge amount of memory required to store the measurement matrix limit the application of CS. To solve this problem, many block compressive sensing (BCS) schemes have been proposed [17] - [19] . The idea of these approaches is that compressive sensing operation is performed block-by-block. Based on BCS, the computationally complexity of CS is reduced. In order to achieve block secure CS, some image block secure CS schemes have been reported [20] .
However, the above mentioned encryption methods are only achieved in upper layer, from a network communication system level point of view. Recent years, some researchers have focused on the transmission performance of compressed signals over a wireless channel [21] . In [22] , the authors studied the compression and transmission performance over the UWB wireless channel. In [23] , Bayesian Compressive sensing was employed to increase the transmission capacity in optical wireless link at a given system bandwidth. In [24] , a joint compressive sensing and low density parity check (LDPC) codes scheme is proposed to the transmission quality of image data. In order to enhance the security of data, many physical layer encryption methods have been reported for communication systems. In [25] - [28] , the authors studied the physical layer encryption for OFDM systems. In our previous work [29] , a two-layer image encryption scheme based on chaotic map was proposed for visible light communication (VLC) systems. However, the joint secure CS and physical layer security method has seldom been reported. Based on the above analyses, we primarily focus on secure block compressive sensing of images for OFDM transmission systems in this work. To enhance the security of CS data, we propose a new two-stage secure BCS scheme for OFDM transmission systems. The first stage is done in CS phase, which involves scrambling of the rows of sparse basis matrix and measurement matrix based on chaotic map. The second is the scrambling of BPSK symbols based chaotic map. Using the two-stage encryption, the security of the processed images can be enhanced compared to the conventional secure CS scheme or physical layer encryption. In addition, the proposed scheme can achieve higher peak-to-noise ratio (PSNR) of the reconstructed image. Our man contributions can be summarized as follows.
1) We develop a novel secure OFDM transmission scheme based on joint secure block compressive sensing and physical layer encryption. The advantage of the scheme is that it can simultaneously achieve secure BCS and physical layer secure transmission. Compared with existing physical layer encryption, the proposed scheme enhances the security of the CS data. Specifically, the proposed secure CS scheme can obtain better PSNR performance that that of the other conventional CS schemes.
2) The Hash value of the original image is use to generate the initial values of chaos systems. The resulting chaotic sequences based on chaos systems are employed to encrypt CS data and physical layer signal. By this method, key space of system is enlarged.
3) The effect of the size of the sub block of image on the performances of PSNR and BER was evaluated. The simulation results show that the good trade-off performance of signals based on size of the sub block image with 16 × 16 can be achieved in terms of PSNR and the computational complexity for binary phase shift keying (BPSK) OFDM secure transmission system. The remainder of this paper is organized as follows. In section II, we explain the proposed block secure compressive sensing and OFDM secure transmission system. In section III, the quality of reconstructed image and bit error rate (BER) performance of the proposed system is evaluated by simulations. Moreover, the security of the proposed scheme is also analyzed in this section. Finally, the study's conclusions are presented in section IV.
Notation: Throughout this paper, a small letter denotes a scalar quantity, a boldface small letter denotes a vector, and a boldface capital letter denotes a matrix. For a matrix X, X (m, :) and X (m, n) represent the m-th row vector, and the mth row and the n-th column element of X, respectively. And for a vector x, x(m) represent the m-th element of x. The other symbolic representations are summarized as follows.
-I N denotes a identity matrix of dimension N × N . -X T , X H denotes the transpose, Hermitian (conjugate transpose) of X, respectively. -, denote measurement matrix, sparse basis matrix. -P, DCT chaos and DCT chaos denote conventional DCT matrix, chaotic DCT sparse basis matrix, partial chaotic DCT measurement matrix, respectively. -R denotes a permutation matrix of dimension N × N . -D ∈ R M ×N denotes a subsampling matrix/operation. DX denotes randomly choosing M rows from the matrix X with N × N . -floor(x) returns the value of x to the nearest integer less than or equal to x. -mod(x, y) returns the remainder of x divided by y.
-E(·) denotes the mean of a random variable.
II. PROPOSED SECURE BLOCK COMPRESSIVE SENSING TRANSMISSION
For the compressive sensing framework, there are two important matrices: the sparse basis matrix and the measurement matrix. Some conventional matrices, such as discrete wave transform (DWT), discrete Fourier transform (DFT) and discrete cosine transform (DCT), may be used to serve as a sparse basis matrix. For the measurement matrix, there are two schemes used: one is that Partial Hardamard or partial DFT are chosen to serve a measurement matrix [30] ; the other is that a chaotic matrix, which is generated from chaotic map, serves as a measurement matrix [31] . In our work, we proposed a two-level encryption scheme in OFDM systems based on combined secure block CS and physical layer encryption.
A. BACKGROUND: COMPRESIVE SENSING
In the CS framework, a sparse or compressible signal in a domain can be acquired and reconstructed using far fewer measurements than the traditional Nyquist rate. Let x ⊂ R N denote a sparse or compressible signal in a domain . The signal x can be expressed as
where s ⊂ R N . If there are K (K M ) nonzero elements in s, then s is said to be K sparse. Suppose y is a measurement vector of size M (M < N ) and can be expressed as
where is a measurement matrix of size M × N , A = is called the sensing matrix, and n is a noise vector. The measurement matrix can be constructed using a chaotic map, random Gaussian matrix, or Bernoulli matrix. A matrix A satisfies the Restricted Isometry (RIP) condition, for which the following inequality holds [1] :
where δ k ∈ (0, 1). In this case, the reconstructed signal s can be obtained based on equation (2) . There are many reconstructed algorithms. These algorithms can be classified into two approaches: one approach is based on convex optimization, and the other approach is based on greedy methods. In this work, we focus on secure compressive sensing; thus, the conventional orthogonal matching pursuit (OMP) algorithm [32] based on the greedy method is employed to study the performance of our proposed secure scheme. Now we simple introduce some conventional sensing matrices as follows. The general measurement matrices used in CS are the random matrices drawn from i.i.d. Gaussian or Bernoulli distribution and partial Fourier matrices, etc. It has been proved in literature that these random matrices are incoherent with any other basis, as well as obeys the RIP condition of perfect recovery.
Gaussian measurement matrix: whose entries are drawn from a Gaussian distribution, zero mean and variance equal to1.
Bernoulli measurement matrix: whose non-zero coefficients take values +1 or −1 with equal probability.
Partial DCT measurement matrix: The conventional DCT matrix P can be expressed as follows [33] :
where 0 ≤ n ≤ N − 1. The partial DCT measurement matrix can be obtained by randomly choosing M rows from P matrix. It can be expressed as follows [30] :
When matrix P denotes Hadamard measurement matrix, a partial Hadamard measurement matrix can be obtained.
B. PROPOSED SECURE BLOCK COMPRESSIVE SENSING
In this subsection, we present a secure block compressive sensing scheme using a chaotic basis matrix and a chaotic measurement matrix for the image signal. In the proposed scheme, both sparse basis DCT matrix and measurement matrix are controlled by chaotic map. We first present the chaotic basis design of the image signal, which is sparse in the sparse basis based on the discrete cosine transform (DCT). To reduce the computational complexity of the CS based on image, the original image is divided into small blocks. Every sub block is first transformed into a chaotic DCT sparse basis based on the row scrambling of DCT. The chaotic sequence is generated from the Logistic map, which is defined as [35] 
where x(n) ∈ 0, 1 , and x(0) is the initial value. When the control parameter µ falls into the range of 3.569945 < µ ≤ 4, the state equation (6) becomes a chaotic system. Based on equation (6), a chaotic vector with size of n b can be obtained. Assume
generated chaotic vector based on the Logistic map. The n-th element of vector α can be given by
We use α = α(1), α(2), · · · , α(n b ) to express the new chaotic integer scrambling vector. Assume P = [ P(1), P(2), · · · , P(n b )] is the conventional DCT matrix with size of n b × n b and P(m) is the m-th row of the DCT matrix. After row scrambling operation is performed on the DCT matrix P using row permutation vector α, the resulting chaotic DCT matrix can be served as a sparse basis and expressed as
In fact, the obtained chaotic DCT matrix can be regarded as a scrambling matrix R multiplied by a conventional DCT P and is expressed as
Therefore, the chaotic DCT matrix DCT chaos is also a unitary matrix and can serve as a sparse basis.
Similar to the method for the resulting chaotic DCT sparse basis, we can obtain the chaotic DCT measurement matrix for block CS. The chaotic sequence can be generated from the Chebyshev map, which is defined as [34] x(n + 1) = cos(k × arccos(x(n))) (11) where x ⊂ (−1, 1), and the initial value x 0 and k can be used as the keys. We can obtain different chaotic scrambling sequences b using different initial values x 0 and control parameters k. Assume Q DCT chaos is the resulting chaotic DCT measurement matrix with size of n b × n b . We chose the former m b rows from n b rows of the DCT matrix with size of n b × n b to form a partial chaotic DCT matrix, which serves a measurement matrix DCT chaos with size of m b × n b .
DCT chaos can be expressed as follows [29] :
where D denotes a subsampling matrix with m b × n b .
C. THE GENERATION OF KEY
Hash function, which serves a signature authentication method, is widely applied for electronic transactions [36] . For a hash function, the slight changing of input data can cause massive changes of output data. In this work, an original image data is used as the input of a SHA-256 function. Then the SHA-256 hash generates a 256 bit key stream. The obtained 256 bit key stream K is divided into 8-bit blocks, so K is expressed as follows.
The three values can be obtained based on SHA 256 key stream as follows:
where ⊕ states xor operation. Based on the above obtained three values, the three initial values of chaos systems used can be obtained as follows:
where x 0 y 0 z 0 are the original given initial values of chaos systems.
In the secure CS phase, the two chaotic sequences are needed. The two chaotic sequences are generated from Chebyshev map and Logistic map, respectively. On the other hand, in the physical layer encryption phase, only one chaotic sequence based on Logistic map is used. Therefore, there are three needed initial values, which are generated according to the above mentioned method.
D. SYMBOL SCRAMBLING
In this work, we employ digital modulation symbol scrambling technique to further enhance the security of secure CS data by chaotic scrambling. Assume that S = S(0) S(1) · · · S(N − 1) states a BPSK symbol vector with size of N and q = q(0) q(1) · · · q(N − 1) with size of N denotes a chaotic sequence, which is generated from the former mentioned Logistic map (6) . The resulting sequence q is transformed into binary chaotic sequence Z as follows.
Then the scrambled PBSK symbol vector X = X (0) X (1) · · · X (N − 1) can be obtained as follows.
In the receiver end, the inverse scrambling operation is employed.
E. COMPRESSED TRANSMISSIOIN MODEL
In the above sub section, the resulting compressed sensing image data are quantized and modulated by BPSK. The modulated signal is transmitted into a wireless channel. Fig. 2 shows the diagram of the proposed secure block compressed sensing and transmission system over the wireless channel.
At the transmitter side, after the secure compressed sensing data is first quantized, the resulting data is encoded into slightly stream. Next, the bit stream is mapped into binary phase shift keying (BPSK) symbol stream, which is divided into sub-blocks. Each sub-block with size of N is denoted by a signal vector
, which is scrambling according to the former equation (21) . Then, the obtained encrypted sig-
is transformed into an OFDM time domain signal by the IFFT unit. The operation can be expressed as follows:
where F denotes the discrete Fourier transform (DFT) matrix, in which the (m, n) element can be written as
] is appended a cyclic prefix to avoid intersymbol interference. The signal then passes through the power amplification device before transmission over channel. At the receiver side, after the CP of the received signal is removed, the noisy received signal can be written as
where
denotes the discrete impulse response of the wireless frequency selective channel, and w = w 0 w 1 . . . w N −1 denotes the AWGN in time domain. In this work, the quasi-static exponentially decaying multipath Rayleigh fading model used in [37] is adapted. This model can be written as
where h l is modeled as a complex Gaussian random variable and is defined as follows:
where σ 0 = 1 − exp(−T r /T rms ). T s is the receiver sampling rate, and T rms is the root-mean-square (RMS) delay spread of the channel. Hence, the channel frequency response at the k-th subcarrier is given as
where h l denotes the l-th tap of the channel response. The resulting signal r is processed by FFT unit. Thus, the data at the k-th subcarrier can be expressed as follows:
where W (k) denotes the complex Gaussian with mean zeros and variance σ 2 k per complex dimension in the frequency domain.
Afterwards, the resulting signal is equalized by Zeroforcing (ZF) or minimum mean square error (MMSE); the equalized signal can be expressed aŝ
2 for zero force equalization.
Substituting equation (28) into equation (29) yieldŝ
Subsequently, the equalized signalX (k) is descrambled by chaotic scrambling sequence Z . The obtained decrypted VOLUME 7, 2019 signalŜ is expressed as follows.
The resulting decrypted BPSK symbol stream is transformed into bit stream, which is processed by inverse quantization. The obtained real number is recovered and decrypted by the OMP and inverse sparse basis unit. The obtained data is used to form sub-block image data. Finally, all sub-block images data is combined to form the original image data. Based on the above signal model (31), the BER performance can be analyzed for the proposed OFDM systems. In (31), the first term is the useful signal, while the second term is the Gaussian noise. According to (20) , the chaotic scrambling sequence z can be regarded as a random binary sequence. Therefore, the mean and variance of Z (k) are zeros and one, respectively. The variance of the second term in (31) can be calculated as follows:
SNR of every subcarrier channel can be expressed as
X is variance of transmitted signal X (k). For a AWGN channel (H (k) = 1), the SNR of every subcarrier becomes as
Thus, the BER of a BPSK-OFDM can be expressed as follows [38] 
III. SIMULATION RESULTS AND ANALYSIS
In this section, numerical simulation experiments are conducted to evaluate the performance of the proposed compression-encryption and symbol scrambling scheme.
In the simulation experiment, the standard Lena and Cameraman images are used. The test image is divided into blocks of n b × n b . Each block is transformed into sparse signal by a chaotic DCT sparse basis. The resulting sparse signal is measured by a chaotic DCT measurement matrix. For fair comparison, the conventional OMP reconstruction algorithm is employed in each block in our proposed secure CS. In addition, we also evaluate the performance of our method over the AWGN and the multipath fading channel. In following experiments, the original initial values, which are used in chaotic maps, are x 0 = 0.33 − 2 × 10 15 y 0 = 0.33 − 2 × 10 15 z 0 = 0.33 − 2 × 10 15 . Therefore, the used initial values x 0 , y 0 , and z 0 can be obtained according to (17) and (18) and (19) . And the wrong initial values are fixed at x 0 +10 −15 , y 0 + 10 −15 and z 0 + 10 −15 , respectively.
A. PSNR PERFORMANCE
In this sub-section, we mainly evaluated the CS performance of the proposed secure block CS scheme, which is based on chaotic DCT sparse basis and chaotic DCT measurement matrix. Peak signal-to-noise ratio (PSNR) and mean square error (MSE) are two parameters to evaluate the quality of the recovered image. The smaller the MSE is, the smaller the difference between the original image and the recovered image is. MSE usually is defined as follows [38] :
where M and N denote the image width and height, respectively. I (i, j) and K (i, j) denote the gray values of the original and the recovered images, respectively.
Contrary to the MSE, the greater the value of PSNR is, the better the image quality is. The Peak Signal-to-Noise Ratio (PSNR) is defined as follows [39] :
where B = 8 states the bit numbers per pixel. Usually per pixel in image is expressed by 8 bits. Experiment 1: Evaluate the PSNR performance of our proposed secure block compressive sensing scheme when the number of sub block of images is one at different compressive ratios. Two Images, namely ''Lena' and ''Cameraman'', serve as test images. The goal of the simulation experiment is to evaluate the effect of the chaotic DCT on the performance of CS based on image in terms of the PSNR. In the simulation experiment, two types of sparse basis matrices, namely, DCT sparse basis and chaotic DCT sparse basis, are employed. In addition, the four type measurement matrices, namely partial chaotic Hadamard matrix [13] , partial chaotic DCT measurement matrix, Logistic measurement matrix [14] , and Toeplitz measurement matrix, are used. Fig. 3 shows the simulation results for the 'Lena' test image. From Fig.3 , we can see that the CS scheme with chaotic DCT has almost the same quality of the reconstructed images as that of the CS scheme with the conventional DCT sparse basis. Therefore, the using of a chaotic DCT sparse does not deteriorate the PSNR performance of the recovered image. Alternatively, the performance of the partial chaotic DCT measurement matrix is almost the same as that of the partial chaotic Hadamard matrix [13] , but it is better than those of the Logistic matrix [14] and Toeplitz matrix. With the increasing of the compressive ratio, the gain obtained by the chaotic DCT measurement becomes higher. Fig. 4 shows the simulation results for the 'Cameraman' test image. Similar experimental results to those of Fig. 3 can be obtained. Thus, the proposed secure CS based on chaotic DCT basis and chaotic DCT measurement matrix can enhance the security of data compared to the key-controlled Hadamard (or DCT) measurement matrix at high PSNR performance. Table 1 in terms of PSNR, run time and MSE metrics. The block CS is observed to require considerably less computing time. From Table. 1, it can be seen that for the chaotic DCT basis and partial Hadamard matrix scheme, the maximum PSNR of 28.3427 dB can be obtained with the size of sub-block of 128 × 128. For the other CS schemes, the maximum PSNR can be obtained with the size of sub-block is 64 × 64. We can also see that with increasing sub block size, the value of PSNR is increased little as the running time is increased greatly. Thus, the sub block with 16 × 16 is the optimal block size in terms of the trade-off between the PSNR and the computing time performances. Among these CS schemes, the chaotic DCT measurement matrix and the chaotic Hadamard measurement matrix have almost the same as PSNR performances, and the PSNR performance of these two schemes is better than that of Logistic matrix and Toeplitz matrix. In addition, from the TABLE 1, it can be seen that the encryption operation on the sparse DCT matrix has no effect on CS performance. Fig. 5 shows the recovered images using the proposed secure block CS using the combined chaotic DCT sparse basis and the chaotic DCT measurement matrix for four test images: Lena with size 256 × 256, Cameraman with size 256 × 256, Lena with size 512 × 512, and Cameraman with size 512×512. In the simulation experiment, the compressive ratio of every sub block is fixed at 3/4 and the size of every sub block is 32 × 32. Visually, the quality of the recovered image for original image with size of 512 × 512 is better than that of original image with size of 256 × 256.
Experiment 3: the effect of different compressive ratios on the PSNR for our secure block CS schemes, which is based on chaotic DCT sparse basis and chaotic DCT measurement matrix. In the simulation experiment, a Lena image with 512 × 512 and a Cameraman image with 512 × 512 sever as the test images. The sizes of the sub block are fixed at 16×16, and 32 × 32. Fig. 6 shows the recovered image performance based on secure block CS schemes. The PSNR performance is found to be improved with increasing compressive ratio for the proposed secure block CS. Fig. 6 shows that the performance of Lena image is better than that of Cameraman image for all case. The simulation results also show that the PSNR performance of the proposed secure block CS with the sub block size of 32 × 32 is better that of the scheme with the sub block size of 16 × 16 when the compressive ratio is lower than approximately 0.4. However, the difference between the two different size of the sub block cases is very small when the compressive ratio is higher than 0.5. The value of PSNR of the reconstructed image of approximately 30 dB is achieved when the compressive ratio is above 3/4 for all cases.
B. TRANSMISSION PERFORMANCE ANALYSIS
In this sub section, the performance of the two-stage encrypted BPSK-OFDM signal based on 802.11a standards [40] is evaluated. The proposed two-stage encryption scheme consists of secure block CS and symbol scrambling. The mainly simulation parameters can be summarized We mainly evaluate the BER performance of a BPSK-OFDM system over the AWGN channel and the multipath fading channel for the proposed two-stage encryption scheme. In following simulation experiment, the sub block size of image is fixed at 32 × 32 or 16 × 16. After the original image is sampled using our proposed secure block CS, the resulting data is converted into BPSK symbols, which is encrypted by chaotic sequence. Next, the encrypted BPSK signal is processed by IFFT modulation, and the resulting OFDM signals are transmitted into the wireless channel. Fig. 7 shows the BER performance over the AWGN channel for the block compression-encryption and symbol scrambling scheme. The size of each sub-block is set to 32 × 32 or 16 × 16. The compressive ratio is set to 3/4. The simulation results are found to be in good agreement with the theoretical BER, which is calculated according to the former formula (35) . In addition, the BER of a receiver with wrong key is approximately 0.5. In the simulation experiment, the correct key (initial value) z 0 is obtained according to (19) , while the wrong key is z 0 + 10 −15 . Fig. 7 also shows that the effect of the different test images and different sub block sizes is very litter. Thus, the BER performances of different cases are similar. Fig. 8 shows the PSNR of the reconstructed image over the AWGN channel. We can see that the PSNR performance of sub block size of 16 × 16 is better than that of sub block size of 32 × 32 when the SNR is lower than 10 dB. However, the block CS with the small sub block scheme can save computational time compared to that of the block CS with the large sub block scheme. This result can be seen from the data of TABLE 1. When the SNR is lower than 8 dB, the CS scheme with sub block size of 16 × 16 can obtain 2.5 dB gains compared to that of the CS scheme with sub block size of 32 × 32. Fig. 9 shows the BER performance over the multipath fading channel for the block compression-encryption and symbol scrambling scheme. The size of every sub-block is set to 32 × 32 and 16 × 16. In addition, the compressive ratio FIGURE 9. BER performance comparison over the multipath fading channel. VOLUME 7, 2019 is also set to 3/4. The BER performance for the sub block size of 32 × 32 case is found to be almost the same as that of the sub block size of 16 × 16 case. Thus, the size of sub block of image has almost no effect on the BER performance. From Fig.9 , we can see that the BER value of the receiver with wrong key is about 0.5. The receiver with wrong key can not recover the transmitted signal. In the simulation experiment, the difference between the right initial value and wrong initial value is only 10 −15 . In addition, the BER of BPSK OFDM signal, which is generated from random bit sequence, is shown in Fig. 9 . The results show that the joint compression-encryption and symbol scrambling scheme has no effect on BER performance. Fig. 10 shows the PSNR of the reconstructed image over the multipath fading channel for the block compressionencryption and symbol scrambling scheme. We can see that the PSNR of the sub block size of 16×16 of the image is better than that of the sub block size of 32 × 32 of the image when the SNR is lower than approximately 26 dB for the two test images. However, the benefit of block CS with sub block size of 16 × 16 is that it can reduce the computational complexity of the proposed system. This property can also be seen from TABLE 1. are the reconstructed images of '' Cameraman'' and ''Lena'' with the sub block size of 32 × 32. Fig. 11 (b) and (d) are the reconstructed images of '' Cameraman'' and ''Lena'' with the sub block size of 16 × 16. It can be seen that the quality of the images in Fig. 11 (a) and (c) is slightly better than those of the images in Fig. 11 (b) and (d). We also evaluated the effect of compressive ratio on PSNR of the reconstructed image in OFDM systems with sub-block of 16×16. Fig. 12 shows the results of the simulation experiment at SNR of 24 dB for the block compression-encryption and symbol scrambling scheme. From fig. 12 , we can see that the effect of the compressive ratio on PSNR is very slight when the compressive ratio is bigger than 0.6. When compressive ratio is greater than 0.37 and less than 0.6, the PSNR of the reconstructed Lean image is higher than that of the reconstructed Cameraman image. 
C. SECURITY ANALYSIS
In this section, we mainly analyze the key space of the proposed secure block CS. In our proposed secure transmission over a wireless channel, there are three chaotic maps are used. In secure block CS phase, two chaotic maps are used: one is the Chebyshev map, and the other is the Logistic map. The resulting two chaotic sequences, which are generated from the two chaotic maps, are used to scramble conventional DCT matrices independently. For the obtained two chaotic DCT matrices, one chaotic DCT matrix is regarded as the sparse basis matrix and the other chaotic DCT matrix is further processed by multiplying a subsampling matrix to form a chaotic DCT measurement matrix. According to the IEEE standard for binary floating-point arithmetic 
In addition, a chaotic sequence based on Logistic map is used to scramble the BPSK symbol. The key space of Logistic map is approximately 10 15 . The total key space of the proposed scheme can be expressed as follows. 
Therefore, the key space is sufficiently large to resist bruteforce attack.
In the proposed secure CS scheme, the initial values can be regarded as the key of the systems. In the following simulation experiment, the correct initial values of the Logistic map and Chebyshev map are fixed at x 0 and y 0 for the resulting chaotic DCT sparse basis and chaotic DCT measurement matrix according to (17) and (18) . The incorrect initial values are x 0 + 10 −15 , y 0 + 10 −15 for the chaotic DCT sparse basis and the chaotic DCT measurement matrix, respectively. Fig. 13 shows the reconstructed Cameraman image and its corresponding histogram in a PBSK-OFDM transmission system at SNR of 24 dB. keys. In the simulation, the signal-to-noise-ratio (SNR) is set to 24 dB, and the size of the sub block of the image is set to 16 × 16. It can be observed that the receiver does not rightly reconstruct the transmitted image with wrong keys. Fig.14 (a) shows the reconstructed image with wrong key x 0 + 10 −15 ; Fig. 14(b) shows the reconstructed image with wrong keys y 0 + 10 −15 ; Fig. 14 (c) shows the reconstructed image with wrong keys x 0 + 10 −15 and y 0 + 10 −15 ; Fig.14(d) shows the reconstructed image with wrong keys x 0 + 10 −15 , y 0 + 10 −15 , and z 0 +10 −15 . The experiment results show that the proposed secure transmission system is sensitive to keys. Fig. 15 shows the corresponding histograms of images in showed in Fig. 14 . It can be observed that the histograms of the reconstructed images with wrong keys are quite different from the histogram of the reconstructed image with correct key in fig. 13 . 
D. COMPLEXITY ANALYSIS
According to the introduction in Ref [30] , partial DCT measurement matrix belongs to a kind of structurally random matrices (SRM). The computational complexity comparison between SRM and other random measurement matrices has been given [42] . For measurement operation, An m b × n b SRM needs n b +n b log n b additions and multiplications, while a m b × n b chaotic measurement or Bernoulli measurement matrix needs m b n b additions and multiplications [30] . The computational complexity of SRM method is lower than that of the other random measurement methods [42] . In addition, the complexity of the chaotic DCT measurement matrix is slightly higher than that of the chaotic Hadamard measurement matrix. This is because that the elements of Hadmard matrix are only +1 or −1. Therefore, the measurement unit based on a chaotic Hadamard matrix only needs addition operations.
On the other hand, the size of a conventional Hadamard matrix must be power-to-two sizes. DCT matrix has not the limit problem. When an image is not square matrices, the partial DCT matrix can be employed for image-based CS framework. In current work, we mainly study secure CS for images with size of power-to-two. The DCT matrix, which serves as sparse basis, has been widely studied in CS filed. However, DCT matrix serving as measurement matrix has seldom been studied in CS field.
In addition, generating chaotic sequence with size of N requires O(N ) operations [43] , and the scrambling operation to a sequence with size of N requires O(N ) operations [44] . In our proposed secure BCS scheme, the row scrambling operation to sparse basis matrix only requires O(n b ) level computational complexity. On the other hand, in the signal transmission phase, the scrambling to BPSK symbol vector requires O(N ) operations. Therefore, compared to the conventional CS based on key-controlled measurement matrix, our proposed secure CS scheme requires additional O(N ) + O(n b ) operations.
Based on the above analysis, for our proposed secure BCS and transmission scheme, the added computational complexity consists of two parts. One comes from the scrambling operation to block CS. The other comes from the scrambling operation to BPSK modulation symbol. The slight addition computational complexity can achieve secure compressive sensing and transmission in OFDM systems.
IV. CONCLUSION
In this paper, we proposed a secure block-based compressive sensing and transmission scheme based on a joint block compression-encryption and symbol scrambling for wireless OFDM systems. First, we employed a chaotic DCT matrix to serve as the sparse basis and employ another chaotic DCT matrix to serve as the measurement matrix for block-based image CS framework. As a result, in terms of the PSNR and the computational complexity, the size of sub-block of image with 16×16 can achieve good tradeoff performance for different sub block sizes of images, such as 32 × 32, 64 × 64, and 128×128. In addition, under the same condition, the proposed secure block CS scheme can achieve better PSNR performance than that of the conventional chaotic measurement scheme based on the Logistic matrix and Toeplitz matrix scheme. Thus, the sub bock secure CS achieves notably low computational complexity with little loss of PSNR performance. Secondly, the BPSK signal, which is generated from the secure image block CS, is further encrypted by a chaotic sequence and transmitted in a wireless OFDM system. The BER performance of the resulting encrypted BPSK-OFDM signal was evaluated over AWGN and multipath fading channel. The simulation results showed that the size of sub block of image has no effect on the BER performance and has an effect on the PSNR of the reconstructed image. The PSNR performance of the proposed secure block CS with size of 16 × 16 with the sub block image is better than that of the same CS scheme with size of 32 × 32 with the sub block image for the AWGN and the multipath fading channels. Finally, the key space of the proposed scheme was analyzed.
The using of chaotic DCT sparse was observed to increase the key space of the system compared to conventional DCT sparse basis scheme. Therefore, the proposed joint compression-encryption and symbol scrambling scheme can enhance the security of the encrypted CS data for OFDM systems.
